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NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUN UHOOPMALIUU

[enapTaMmeHT rocydapCTBEHHOW nonNuTMKM B cdepe obuwero obpasosaHua MwuHoGpHayku Poccum
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHown komwuccmen CoseTta Pepepaumm no  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKMe peKOMeHOauun O pasMeLleHMM Ha WHMOPMAaUMOHHBIX CTeHaaXx,
odmumanbHbIX MHTEPHET-caiTax U OPYrux MHOPMaLMOHHBLIX pecypcax obuieobpasoBaTenbHbIX OpraHn3aLun um
OpraHoB, OCYLLECTBNALWMX ynpaerneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHuu cetn "HTepHeT".

OuvpexTop [enapTtameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHAAX, O®PULNATbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OEBLLUEOBPA30BATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptammn n udneHamn BpemenHon komuccum CoseTa Pepepauumn nNo pasBuUTUO MHEGOPMALMOHHOIO
obLecTBa B paMKax BbIMONIHEHNS peKOMeH4aLMn napnaMeHTCK1X cnywaHuin "AkTyanbHble BONpockl obecneveHuns
6e3onacHOCTV 1 pa3BUTUS AeTen B MHAOPMAaLMOHHOM NpocTpaHcTee", KoTopble npownu B Cosete dPepepaumm 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMn O pasMelleHMn Ha WHEGOPMAaLMOHHbIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-canTax W APYrnx WHMOPMAaLMOHHBLIX pecypcax obleobpasoBaTenbHbIX
opraHm3aumi M opraHoB, OCYLLECTBASKOLWMX yrnpaBneHve B cdepe obpasoBaHus, nHpopmaumm o 6esonacHom
noBedeHnn 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaauum).

MeToanyeckue pekomeHZauun HanpasfeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHS WMHAOPMALMOHHOWN
aeaTenbHocTn obweobpa3oBaTenbHbIX OpPraHM3auuin M OpraHoB, OCYLLECTBMSIOWMX YyrnpaBneHve B cdepe
obpa3oBaHMsi, B 4YacTu MHOPMUPOBAHMS Yy4yalUMXCs, WX poauTenen (3akoHHbIX npeacTaBUTENeEn) U
negarornyecknx paboTHMKOB 00 OCHOBHbIX acnektax nHdopMaLMoHHON 6e30MacHOCTMH.

MeToanyeckne pekoMeHZaumm no3BonAT  obuieoOpasoBaTenbHbIM  OpraHu3auusM U - opraHam,
OCYLLECTBMAIOLWMM ynpaerneHne B cdepe oOpas3oBaHus, akTyanMampoBaTb yXKe UCMNOSb3yeMble U pa3MeLLeHHble

WMH(OPMAaLMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Crlyd4ae UX OTCYTCTBUS C YYETOM JyYLUMX MPaKTUK U
pekomeHaaunin.

B pamkax meToauyeckux pekoMeHaaLmin paccmaTpmBaloTca cneayowme MHCTPYMEHThI:

1. MHdbOPMALUNOHHBIE CTEHABI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGPOPMAaLUK (LLKOSIbHbIE Fa3eThbl, MeJarormyeckme n3gaHus n gpyrue).

MHdopmaumnoHHbIe cTeHAbI
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Ha wHdopmMaumoHHbIXx cTeHgax B o0b6LwieobpasoBaTenbHbIX OpraHM3aumsax, pacronoXeHHbIX B dowe
yypexaeHun u B kabuHeTax, OCHaLLeHHbIX MepcOoHanbHbIMW YCTPOMCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCca pasMecTUTb WH(OPMAaLMOHHbIE MaMATKU, coAepKallne OCHOBHble COBETbl MO obecrneyeHuto
MHOopMaLMOHHON 6Ee30MaCHOCTN yYaLLUXCS.

B NPUIoOXeHnn N 1 kK meToAMYECKMM pekoMmeHaauunam npencrtasiieH 06pa3eu, NaMATKN A5nd pa3MelleHnd Ha
I/IHd)OpMaLLI/IOHHbIX CTeHpax.

CpepncTtBa MaccoBou uHdopmaLmm

B cpenctBax maccoBow MHGOpMauuMM, OPMEHTMPOBAHHbBIX Ha OOy4YaloLMXCsl, PEKOMEHAYETCS B TeYeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHble OTAEeNbHbIM acnekTam
WHpopMaLnoHHON 6e30nacHOCTH, a Takke pasnnyHble NaMsaTKn obLLero xapakrepa.

B cpeactBax maccoBorM MHGOPMALMK, OPMEHTUPOBAHHBLIX Ha Nefjarornvyeckyto  obLIeCTBEHHOCTb,
peKkoMeHayeTCsi B TeYeHWe KaneHgapHoOro roga perynsapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acnektaMm WH(OopMaunoHHOW ©e30MacHOCTU KaK HECOBEPLUEHHOMNMETHUX, Tak W
obuleobpa3oBaTenbHbIX OpraHuM3auui, a Takke pas3fuyHble MaMAaTKM, 0030pbl  HOpMAaTUBHO-MPaABOBOrO
perynMpoBaHust AaHHOW cdepbl 1 MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSX B JaHHOW cdhepe.

B xope npoBegeHns EamHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcsa obecneudntb
BbIMYCK TEMaTM4eCKOro BbiMycka cpeAcTBa MaccoBon WHdopmauum nubo cepunm nybrvkauumn, cpeau KoTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA obydalomxcs, NX pogutenen (3akoHHbIX NpeacTaBUTENEN) U
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTepHET-pecypchbl

O6uweobpasoBaTefibHbIM OpraHM3aUusaM pPeKoMeHayeTcs Ha CBOMX oduuManbHbiX MHTepHeT-pecypcax
obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOMO U cneuuanusnMpoBaHHoro pasgena "MHdgopmaunoHHas
Ges3onacHoCTb", B paMKkax KOTOporo npeaycMoTpeTb pasMeLleHve criegyroLel nHpopMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvne maTepuarnos
maTtepuanos
1. |JlokanbHble Konuu gokymeHTOB B PasmeLluarotcst Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus cooTBeTCTBYOWMUA TpeboBaHNAaM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn Pa3meLuaoTcs AOKYMEHTbI,
obyyatoLmxcs pernaMeHTUpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO 0becneveHunto
MHopMaLMOHHO Ge3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCs akTyarnbHble CBEAEHUS O
perynuposaHue dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
n1ucbMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLwmne obecnevyeHne
MHpopMaLnoHHO Ge3onacHOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTtcs
BMECTO KOMUI pa3meLlaTb rMnepcChiiiki Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OopraHoB rocygapCTBEHHOW BNacTU.
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3. MNeparormyecknm TekcT Ha cTpaHuue Pasmewatotcs metognyeckue
paboTHMKam canta peKkoMeHZaunn 1 ykasbiBaeTCs
Konunn gokymMeHTOB B MHdOPMaLNSA O MEPOMNPUATUSAX, MPOEKTax
¢opmaTte *PDF M nporpaMmmax, HanpaBneHHbIX Ha

NoBbILLEHNE UH(POPMALIMOHHOM
rpamMoTHOCTW NeAarormyeckmnx paboTHMKOB.

4. | Oby4atowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmaumMoHHas namsitka
canTta (npunoxeHue N 2) n ykasbiBaeTcst
VHOpMaLNS O MEPONPUATUSIX, MPOEKTax
1 nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHME UH(POPMALIMOHHOM
rpPamoTHOCTM 0By4atoLnXCs.

5. Pooutensam (3akoHHbIM | TEKCT Ha CTpaHuue PaamellaeTcsa nHbopMaLMOHHaa namsaTka
npencraBuUTeNsaMm) canTta (npunoxexune N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha cTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa pekoMeHOyeMbIX K NCNOoNb30BaHWUIO B

y4yebHOM npouecce 6e3onacHbIx canTax,
GaHHepbl 6e3onacHbIX AETCKMUX CaliToB.

OpraHam, ocyLlecTBnsALLMM yripaBneHne B cpepe obpasoBaHUs, pekoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOATENbBHOMO W CNeLManu3npoBaHHOIO pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTpPeTb pasMeLLeHne creayoLlen MHgopmauuu:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU ETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (HacTosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadun cBou, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl 3NEKTPOHHOW NOYTbLI, KOrAa He 3HaeLlb OTNPaBUTENS;
3. [pybuTh, NpuamMpaThCs, OKka3biBaTb AABMEHME - BECTU Cebsi HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMbM 6e3 paspelleHnst cTaplunx - Bcerga cnpaluvean poauTenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearibHOW XWU3HU - MOCOBETYWCHA CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VHTepHeTe - coobLiy 06 3TOM CBOMM poauTeENsam
UMK oneKkyHaM;

2. MpuvrnawatoT nepenncbiBaTbCH, Urpatb, 0OMeEHMBATLCS - NPOBEPb, HET MW NOABOXA;

3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpa paCCKGSbIBaVI B3POCJ1bIM O npo6nemax B CeTh - OHWN BCerga rnomoryT;

5. Vicnonb3yi HacTporiku 6e30nacHOCTN 1 NPUBATHOCTU, YTOObLI HE MOTEPSATb CBOM aKKayHTbl B COLICETSIX U
Opyrux nopranax.

MOXHO
1. YBaxaw gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbIKY Ha Hero;
3. OTKpbIBaN TONbLKO T€ CChISKM, B KOTOPbIX YBEPEH;
4. O6LwiaTtbcs 3a MOMOLLbI0 B3POCHbIM - pOAUTENW, ONEKYHbI U aAMUHUCTPaLUS CanToB Bcerga nomoryT;

5. Mponan obyyeHue Ha canTe "CeTeBMYOK" 1 NonNy4dy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexue N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYYAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULMNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MONogexun B MHTEPHETe CTaHOBUTLCS Bornblue, a LWKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
nons3osartene PyHeta. Mexay TemM, NOMMMO OFPOMHOMO KOfMYeCcTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. 3Ta NamATKa JOrKHa NomMoyb Tebe 6e3onacHo HaxoaUTLCs B CETW.

KomMnbroTepHble BUpPYCbI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOMN SBNsieTCA CMocobHOCTb K pa3MHOXeHMto. B gononHeHue k 3aToMmy, BMpYCbl MOMyT MOBPeauTb WK
MOJSIHOCTbIO YHUYTOXUTb Bce haiinbl U [aHHble, NMOAKOHTPOSIbHbIE MONb30BAaTENM, OT UMEHW KOoToporo 6bina
3anylieHa 3apa)KeHHasi nporpaMMa, a Takke NoBPeAuTb U Jaxe YHUYTOXUTb OnepaLuoHHYH CUCTEMY CO BCEMMU
(paiinamu B Lenom. B 6oMnbLUMHCTBE Cry4YaeB pacnpoCTPaHSTCA BUPYChl Yepes UHTEpPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBpEMEHHble OnepauMoHHbIE CUCTEMbl, UMEILLNE CEepbe3Hbli YPOBEHb 3aluTbl OT
BPELOHOCHbIX NMporpaMmm;

2. TocTosiHHO ycTaHaBnuBan nadvt (LudpoBble 3annaTky, KOTOpble aBTOMaTUYECKM YCTaHaBNMBAKOTCS C
uenbto gopaboTku nporpaMmmbl) U gpyrme oGHOBMNEHWUSI CBOEN OMnepaumMoHHOM cucTembl. CkaumBam MX TONBKO C
oduuymnansbHoro canta paspabotunka OC. Ecnu cylecTByeT pexxum aBTOMaTU4eCKoro 0OHOBIEHUS, BKITHOYUN €r0;

3. Pabotan Ha cBoem komMblOTEpPE MOA NpaBamMu NOMb30BaTenNs, a He agMuHMcTpaTopa. OTO He NO3BONUT
GOMbLUMHCTBY BPEAOHOCHbBIX NPOrpamMm MHCTaNIMpoBaTbCs Ha TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MpOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHnem 6as;

5. OrpaHuyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Micnonb3yn BHeLLUHWE HOCUTENU MHGOPMaLUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NMPOBEPEHHBIX MCTOYHUKOB;
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7. He oTKpbiBal KOMMNbIOTEPHbIE halnbl, MOfyYEeHHble M3 HEeHageXHbIX WUCTOYHMKOB. [axe Te dhannsl,
KOTOpble Npucnan TBOM 3HaAKOMbIN. Jlydlle yTOYHWU Y Hero, OTNpaBnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepefaun OaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackasa komnaHusa 3apernctpupoBana 6peHa "WECA", uto obGosHadano crnoBocoyveTaHue "Wireless
Fidelity", koTopbIn nepeBoauTCs Kak "GecnpoBoaHast TOMHOCTb".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunartypa "Wi-Fi". Takoe Ha3BaHMe Obifo A4aHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TexHUKM Hi-Fi, yto
B NepeBoje 03HayaeT "BblCOKas TOYHOCTL".

Oa, BGecnnaTHbIn MHTEpPHET-AOCTYN B kade, OTENsAX W alponoptax ABMASETCH OTAMYHON BO3MOXHOCTbLIO
BbIXOAa B UHTEPHET. Ho MHOrmMe akcnepTbl cuntatoT, 4To obwenoctynHble Wi-Fi ceTu He siBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCcTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi;

1. He nepepaBai cBoO nu4YHy0 uHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. PaboTtas B HuX,
XenaTtenbHO He BBOAMTb Maponu AOCTyna, NornHbl U Kakme-To HOMepa;

2. cnonb3yi 1 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKayku BMpyca Ha TBOe YCTPOWNCTBO;

3. Mpwn ncnonbsoBaHum Wi-Fi oTkntoum doyHkumto "O6LmiA gocTyn Kk dpannam u npuHtepam”. [laHHas pyHKUMS
3aKpbiTa MO YMONYaHWIO, OLHAKO HEKOTOpble MONb30BaTENM aKkTUBUMPYIOT ee Ans yoobcTBa MCNONb3OBaHWUS B
paboTte nnn y4ebe;

4. He ncnonb3yn nyonuyHbin WI-FI gns nepegaym nuuHbIX AaHHbBIX, HANpumep AN Bbixo4a B coumarbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKO 3aluuiieHHoe coeauHeHne vyepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum yHkuuio "TlogkntodeHne k Wi-Fi aBTomatudecku”. He pgonyckan
aBTOMaTUYECKOro NoAaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CETUM aKTUBHO BXOAAT B Hally XXW3Hb, MHOTME Ntoan paboTarlT M XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SBMASETCA OAHOW CeObMOW BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTenu He MOHMMAKT, YTO MHAOPMALMS, pasMEeLLeHHast MU B COUMarbHbIX CETSX, MOXET OblTb
HanJeHa 1 UCMnonb3oBaHa KeM YrogHo, B TOM Yucre He o6s3aTenbHo ¢ 6naruMmm HamepeHusiMu.

OcHoBHbIe coBeTbl N0 6e30MacHOCTN B coluanbHbIX CETSX:
1. OrpaHun4b cnncok gpysen. Y 1ebs B Apy3baX He AOMMKHO ObiTb CNyYanHbIX Y HE3HAKOMbIX NOAEeN;

2. 3awumuian CBOK YacTHYI XuU3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u
OPYrylo NUYHYI0 MHOopMaLmnio. 3NOYMBbILLSIEHHUKM MOTYT UCMOMb30BaTh AaXe MHAPOPMaLUIio O TOM, Kak Tbl 1 TBOU
poaUTENU MaHnpyeTe NPOBECTU KaHUKYINbI;

3. 3awuwain ceoto penyTauuio - epXun ee B YUCTOTe 1 3adaBail ceGe Bonpoc: XxoTen Gbl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAenu, YTo Tbl 3arpyxaells? Mogymaii, npexae Yem YTo-To onybnvKoBaTh, HanncaTb U 3arpysuThb;

4. Ecnu Tbl rOBOPVLLb C FIIOAbMU, KOTOPbIX HE 3Haellb, HE NCMNOSb3Y CBOE pearibHoe UMS U OPYryto NNYHYHO
NHGOPMaLIMK: UMS, MECTO XUTENLCTBA, MECTO y4ebbl U NpoYeE;

5. Usberan pasmelleHus dotorpacdpuii B UHTepHeTe, rae Tl u3obpaxkeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
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onpengennTtb TBOE MECTOMOJIOXKEHUE;

6. I'Ipvl perncrtpauun B couunanbHOM ceTu HeobXxoaMMO MCMNONb30BaTh CIIOXHbIE naponun, cocrtodline n3 6yKB
n Ll,l/lq}p M C KONMMYECTBOM 3HAKOB He MeHee §8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTbL pas3Hble naponu. Torga ecnu
Teba B3nomatot, To 3MO0YMbILUNEHHUKN nonydaT AOCTYynN TOJIbKO K OAHOMY MeCTy, a He BO BCe Cpaasy.

aﬂeKTpOHHble AeHbrn

3J'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb yﬂOﬁHblﬁ cnocob nnartexewn, ogHako CyWweCTBYKOT MOLUEHHUKN, KOTOPbIE
XOTAT NOJNYy4YUTb 3TU OAEHbIN.

3J'IeKTpOHHbIe OeHbIm noasunncb coecemMm HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcrtesax oo Cux
Nnop He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHU (PYHKUMOHUPYIOT U O HUX yXXe MPOMUCaHO B 3aKOHe, Tde WX pasfensitoT Ha HEeCKOSbKO
BVAOB - @HOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoeBoguTb onepauum 6e3 nageHTudrkaumnm nonb3oBaTensi, a B HEAHOHMMHbIX MOEHTUMUKALMA Nofb3oBaTens
ABnsieTcs 0bsA3aTeNbHON.

Tawke cnegyeT pasnuyatb OMEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApPCTBEHHbIM BaniTam) U
3MeKTPOHHbIe HedmaTHble AeHbIN (He paBHbl FOCYAapCTBEHHbIM BanoTam).

OcHOBHble coBeTbl N0 Ge3onacHom pa60Te C 3J1EeKTPOHHbIMU OEHbramMmu:

1. NpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cueTy. [NpuBs3aHHbIN TenedgoH MOMOoXeT, ecnn 3abyaellb CBOW MraTeXHbl Naposflb UM 3angellb Ha calT C
He3HaKoOMOro YCTPONCTBA;

2. Wcnonbayii ogHopasoeble naponu. Mocne nepexoda Ha ycuneHHyl aBTopusauuio Tebe yxe He Gyaer
yrpoXaTb ONacHOCTb KpaXku UNu nepexeara nrnaTexHoro napons;

3. Bbibepu crnoxHein naponb. NpecTtynHukam OygeT He MPOCTO yradaTb CIOXHBIM Naponb. HagexHble
naponu - 3To Naponun, KOTopble coaepXaT He MeHee 8 3HaKOB M BKIOYalT B ce0S CTPOYHbIE M MPOMMUCHbIE BYKBBI,
LUMdpel 1 HECKOmMbKO CMMBOMOB, TakMe Kak 3HaK gonrapa, yHTta, BOocKnuuaTternbHbIA 3HaK 1 T.n. Hanpumep,
$tRONng!;;

4. He BBOOM CBOW JIMYHbIE JaHHbIEe HA calTax, KOTOPbIM HE AoBepsieLlb.

OnekTpoHHas noyta

OneKkTpoHHaa mo4yTa - 9TO TEXHOMOrUsA W NPeaoCTaBMnsAEeMble € YCMNyrn Mo MNepecbinke W MonyYeHuo
3MEKTPOHHbIX COOBLLEHNI, KOTopble pacnpenensioTcs B KOMMNboTepHOW ceTh. OBbIMHO 3MEKTPOHHbINA NMOYTOBLIN
AWMK BbIMAOUT credylolmm o6pa3oM: MMS_Monb3oBaTens@uvs_JoMeHa. Takke KpoMe nepedayn NpocToro
TEKcTa, MMeeTcsl BO3MOXHOCTb Nepeaasath aiinbl.

OcHoBHble coBeTbl N0 B6e3onacHoi paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hapgo BbibpaTb MNpaBunbHbIM MOYTOBBIA CepBUC. B MHTEpHeTe ecTb OrpomHbii BblIGOp 6GecnnaTtHbix
MOYTOBbLIX CEPBUCOB, OAHAKO Nyylle AOBEPATb TEM, KOrO 3HaELLb N KTO MEPBLIN B PENTUHTE;

2. He ykasblBa B JMYHOM MOYTE JNNYHYO  UWHcopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIi_daHat@" unm "pok2013" BmecTo "temal3";

3. Vicnonb3yi ABYX3TanHy aBTOpM3auuio. ATO Korga NOMUMO MApOonsi HYKHO BBOAUTL KO, MPUChINIaeMbIn
no SMS;

4. Boibepu crnoxHbin naponb. [Ons kaxaoro noYToBOro ALmMKa AOSMKEH OblTb CBOW HAAEXHbIN, YCTOMYUBBIN K
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B3N1OMY naponb;
5. Ecnu ecTb BO3MOXHOCTb Hanucartb camMomy CBOW NNYHBbIN BOMpOcC, I/ICI'IOJ'IbSyIZ 9Ty BOSMOXXHOCTb;

6. V|CFIOJ'Ib3yl7I HECKOJ1bKO NMOYTOBbLIX ALLWKOB. I'lepBb|17| Ans YacTHou nepennckn ¢ agpecartamMmun, KOTopbiM Tbl
aoBepdeLlb. 310 SJ'IeKTpOHHbII7I ajpec He Haao ncnonb3oBaTb Mpu perncTpaunm Ha d)opymax n canrax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXKEHUA B NUCbMax, AaXe eCnv OHW NPULLInM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABMSANN N OHW Tebe aTn dannebl;

8. lNocne okoH4YaHus paboTbl HA MOYTOBOM CEPBUCE NMepen 3akpbiTUEM BKagku ¢ canToM He 3abyab HaxaTtb
Ha "Bbiitn".

Ku6ep6ynnuHr unu BupTyanbHoe nsgeBatefibCTBO

KubepbynnuHr - npecrnegoBaHne cooblieHnsiMK, cogepXalluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYNUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLLIO Pa3fnNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynrMHrom:

1. He 6pocaricsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOr0, K KOMY MOXHO
obpaTtuTbCa, TO BHavane ycnokouTtbcs. Ecnu Tl HauyHelb oTBeYaTbh OCKOPONEHNAMN Ha OCKOPONEeHNs, TO TOMNbKO
ewle 6onblue pasoxokellb KOHGMMWKT;

2. YnpaBnsn csoen knbeppenyTtauuen;
3. AHOHVMMHOCTb B ceTU MHUMasi. CyLLecTBYOT Cnocobbl BbIICHUTb, KTO CTOMT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW Xu3HWU. MIHTepHeT dukcupyeT Bce TBOW OENCTBUSA U
coxpaHseT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnitogai cBow BMPTYyarnbHYH YECTb CMOMOAY;

6. VrHopvpyn eguHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLIEHMS Ny4lle WrHOpUpPOBaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMSIMU, B coLUManbHbIX CETSAX €eCTb
BO3MOXHOCTb 6]'IOKI/IpOBKl/I OTnpaBkKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMAaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
YTO €ero AeWCTBUS OLEHMBAOTCSl HEraTMBHO, NogAdepXaTb XKEepTBY, KOTOPOW HyXHa MNCUXonorndyeckasi nomoLLp,
COOBLLUUTL B3POCTbIM O haKTe arpeCCMBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOoHbl U MnaHLWeTbl coaepxaTt B cebe BMonHe B3pOChbI (PyHKLMOHANM, U TENEPb OHU
MOrYT KOHKYpUpOBaTb CO CTaLMOHapHbLIMK KoMMboTepamu. OfHako, CPeAcTB 3aluuThl Ana NoA0GHbLIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHUE U MOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOBUMbHbLIX MPUMOXEHWIA.

CoBpeMeHHble MOOWnbHble 6Gpay3epbl YKe MpakTUYecku [OorHanuM HacTombHble aHanory, oaHako
paclimpeHmne yHKLMOHana BneyYeT 3a cob60i GOMbLLYH CMOXHOCT M MEHbLUYH 3aLUMLLEHHOCTb.

[aneko He Bce npon3BoanTesnn BbIMYyCKaT obHoBNEHUS, 3aKpblBawWMe KpUtnvyeckme yAa3BuUMOCTU AOnd
cBOuUX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huuyero He sBnsieTca no-HactosweMmy GecnnaTHbiM. Byab ocTopoxeH, Bedb koraa TeGe npenanaraloT
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6ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-TO nnaTHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnu Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heob6xogmmo oGHOBNATL ONepaumoHHY0 CUCTEMY TBOEFO CMapTdoHa;
WNcnonb3yit aHTUBMPYCHbIE NPOrpamMmbl Ans MOBUMbHbIX TeNedoHOB;

He 3arpyxan MpUIOXeHWs OT HEM3BECTHOrO MCTOYHMKA, Bedb OHM MOTYT COAepXaTb BPedOHOCHOe
nporpamMMHoe obecneyeHve;

[Mocne Toro kak Thbl BblAELb C canTa, rae BBOAWUM NUYHYK MHOpMaUMio, 3angm B HacTporikn 6paysepa u
yaanu cookies;

lMepuvoanyeckn NpoBepsan, kKakMe NnaTHbIe YCNyru akTUBMPOBaHbLI Ha TBOEM HOMEPE;

[asaw cBoin HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HaELLb U KOMY AOBepsieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He nonb3yelbes. He 3abbiBan nHorga npoBepsTh 3TO.
Online urpbl

CoBpeMeHHbIE OHMAaNH-UrPbl - 3TO KpacOYHble, 3axBaTblBaloWUe pasBreyYeHusi, OObEeAMHSIOLIME COTHU
TbICSI4 YenoBeK Mo Bcemy Mupy. rpoku mccredyoT AaHHbIl UM MUp, OOLLatoTCA ApYr C APYrOM, BbIMOHSIOT
3a[jaHusl, CpaXatoTCsl C MOHCTPaMK 1 MoJlyyatoT onbIT. 32 YOOBOMbCTBME OHM MNATAT: MOKYNaloT AWUCK, ONnaynBatoT
abOHeMEHT unu NpuoGpeTatoT KakMe-To Onumn.

Bce aoTu cpeactBa vayT Ha noAadepxaHue UM pasBUTUE MIPbl, a Takke Ha camy 6esonacHoCTb:
COBEPLLEHCTBYIOTCH CUCTEMbl aBTOpPM3aLMK, BbIMycKaloTCs HOBble MaTyu (LMbpoBble 3annaTku Ans nporpamm),
3aKpbIBaAOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIBKO KpaXW TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTY TBOEIO UrPOBOrO akKayHTa:

1. Ecnu apyroi urpok BefdeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyin ero B CnCKe
UrPOKOB;

2. Moxanyinca agMUHUCTpaTOpaM WIPbl Ha MIOXOe MNOBEAEHWE 3TOrO Mrpoka, >KenaTenbHO MNPUIoXWUTb
Kakue-To JoKka3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto nHchopmauuio B npodanne urphbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CnoxHble 1 pasHble naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMPYC. [Moka Tbl urpaellb, TBOW KOMMbLIOTEP MOryT
3apasuTb.

PUWKHT unun KpaXxa NMUYHbIX AaHHbIX

OO6bI4HOM Kpa>|<e|7| oeHer n OOKYMEHTOB CerogHd YyxXe HUKOro He yaumeBullb, HO C pasBUTUEM
I/IHTepHeT-TeXHOHOFVIIZ 3MOYMbILUNIEHHUKN NepeMeCTUIIMCb B UHTEPHEeT, U NpoAoSNKakT 3aHNMaTbCA "NodmumMbIiM"
nenom.
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Tak nosiBuNacb HoBasl yrpo3a: MHTEPHET-MOLIEHHNYECTBA U (PULLKHT, rNaBHas Leflb KOTOPOro COCTOUT B
nony4eHun KoHUaeHUnanbHbIX AaHHbIX Nonb3oBaTenen - norvMHoB M naponen. Ha aHrnuiickom sasbike phishing
yntaeTca kak uwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 Bopbbe ¢ hULLIMHIOM:

1. Cneau 3a cBonm akkayHToMm. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKkeTa Obina B3nomaHa, To HeobxoaMmo
3abnokmpoBath ee 1 CoobLNTL aaMUHMUCTPaTopam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-calThl, B TOM YUCe, MHTEPHET-MarasnHoB U NOUCKOBbLIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMalT, TO 3M0YMbILLNEHHWUKN
nony4aT AOCTYN TOMbKO K OQHOMY TBOEMY Mpoduso B CETH, @ HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To HeobxoanMo npeaynpeanTb BCeX CBOUX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B APY3bsX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT pacchbinaTbCa cnam W CCbIfIKU Ha
PULLNHIOBbIE CaNThI;

5. YctaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoYM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrue BNOXEHUS B NMUCbMax, JaXe €CfM OHU NPULLINK OT TBOMUX Apy3en. Jlyduwe
YTOYHM Y HUX, OTNPABANN N1 OHW Tebe aTn dannbl.

LndpoBas penyTtauus

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas UHdopmauns B cetu o Tebe. KomnpomeTtupytowlas
nHdpopmMaums, pasMeLleHHas B MHTEPHETe, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearibHOW XU3HW.
"LUndposas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopmupyeTcs M3 nHdopmaumm o Tebe B MHTepHeTe.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOMoXeHue, 0COBGEHHOCTM XapakTepa M pacckasbl O
GnM3KUX - BCE 3TO HaKannMBaeTcs B CeTU.

MHorvMe NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyGrukauuMu nvMYHOW MHdopMauun B VIHTepHeTe, He
NMOHMMasi BO3MOXHbIX NMOCNeaCcTBUNA. Thl AaXe HE CMOXeLUb AoragatbCst O TOM, 4To dhoTorpadus, pasmelleHHas 5
neT Hasaf, ctana npuYMHOM oTkasa NPUHATL Tebsa Ha paboTy.

KommeHTapuwn, pasmelueHue TBomx oTorpadumm u gpyrme AerncTeBnus MOryT He UCHYE3HYTb axe nocrne Toro,
KaK Tbl UX yaanuwb. Tbl He 3Haelb, KTO COXpaHun 3Ty uHdopmaumio, nornarna M oHa B MOUCKOBbIE CUCTEMBI U
COXpaHunacb f1 OHa, a rnaBHoe: YTo NogyMatoT o Tebe oKpyKatoLme Nioaun, KOTopble HanayT 1 yBUAAT 3T0. Hantu
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak M3 Aobpbix NobyXaeHun, Tak 1 C HaMEpPEeHNEM NPUYNHNUTL
BpeAa. ATO MOXET ObITb KTO YrOAHO.

OcHOBHble COBETHI MO 3awmTe LMPOBON penyTaumm:
1. NMogymain, Npexae 4em 4TO-TO Ny6nMKoBaTh U NnepedaBaTh Y cebs B 6nore nnu B coumanbHOm ceTw;

2. B HacTtponkax npogunsa ycTaHOBW OrpaHWYeHUs Ha MPOCMOTP TBOEro npoduns U ero COAepXMMOro,
caenan ero Tonbko "ansa apysen';

3. He pa3smeluaii 1 He ykasbiBai MHGOPMaLNIO, KOTOpPasi MOXET KOro-nnbo ockopGnsTe UMK 0BUXaTh.
ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOSIbHUKM - aKTUBHbIe Mofb3oBaTeny LMdgpoBoro npoctpaHctea. OgHako aneko He Bce
3HalOT, YTO TMOMb30BaHNME MHOTMMU BO3MOXHOCTAMM UWGPOBOro Mupa TpebyeT cobniodeHuss npaB Ha
WHTenneKTyasnibHyt0 COGCTBEHHOCTD.
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TepMVIH "VIHTeJ'IJ'IeKTyaJ'IbHaFI COBCTBEHHOCTL" OTHOCUTCA K pas3finyHbiM TBOPEHUAM 4YerioBe4yeCckKoro yma,
Ha4ynHaa C HOBbIX M306peTeHMl71 M 3HakoB, 0603Ha4aLWmMx COBCTBEHHOCTb Ha NpoAYyKTbl N yCnyru, N 3akaH4mBas
KHUramu, q)OTOFpa(bMﬂMI/I, KI/IHOd.)I/IJ'IbMaMM N MYy3blKallbHbIMU NMpoun3BeeHNUAMN.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha NPOU3BEaEHUSA Hayku, nuTepaTypbl
N nckycctea. ABTOpPCKME NMpaBa BLICTYMAKT B KAYECTBE rapaHTUKM TOro, YTO MHTENNEKTYarbHbIA/TBOPYECKUIA TPYA
aBTOpa He ByaeT HanpacHbIM, 4acT emMy CnpaBeasnMBbie BO3MOXHOCTU 3apaboTaTh Ha pesynbTaTax CBOEro Tpyaa,
nony4YnTb W3BECTHOCTb W Mpu3HaHWe. Hukto ©6e3 paspelleHUa aBTopa He MOXEeT BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGNMYHO AEMOHCTPUPOBAaThb, NpodaBaTbh, MMMNOPTUPOBATL, MycKkaTb B NpPOKar,
Ny6rIMYHO MCNOMHATL, NOKa3biBaTL/UCNONHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Wcnonb3oBaHve "nupartckoro” nporpammMHoOro obecnevyeHnss MOXeT NPUBECTU K MHOTUM pUCKaMm: OT MoTepu
OaHHbIX K TBOMM akkayHTam o G6nOKMpOBKM TBOEro YCTPOWCTBA, rAe ycTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HalTW B CETU.

O noprane

CeTeBMYOK.pcb - TBOW IMaBHbIi COBETYMK B CeTU. 34ecCb Tbl MOXEWb Yy3HaTb O Ge3onacHoCcTU B ceTu
MOHSATHBIM W OOCTYMHbLIM A3bIKOM, @ NpY BO3HUKHOBEHUW KPUTUYECKOW CUTyaLun o6paTMTbCs 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U CTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3
NAMSATKA AN POOUTENENA OB UHOOPMALIMOHHOM EE30MACHOCTU OETEN

OnpepgeneHne TepmuHa "vHdopmaumnoHHas 6e3onacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-®3 "O 3awute geten OT MHGOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBSA3aHHbIE C 3aLUUTON AeTen OT UHOPMaLMK, NMPUYMHSIIOLLEN Bpen UX 340POBbI0 U (MNn) pa3BuTHIO.
CornacHo gaHHOMY 3akoHy "WHdopmauunoHHasi 6e3onacHOCTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSI3@HHbIN C MPUYMHEHNEM MHpOpPMaLMel Bpeaa nx 300poBbi 1 (Mnun) unsmndeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-9©3 nHdopmaumen, npuumHALLENA Bped 340POBbO U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHbopMmaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean AeTewn;

2. VHopmauus, pacnpocTpaHeHWe KOTOPOW OrpaHMYeHo cpeaun AeTeil onpefeneHHbIX BO3pacTHbIX
KaTeropun.

3. K nHdbopmauun, 3anpeLleHHon Ans pacnpocTpaHeHns cpeam aeTen, OTHOCUTCS:

4. vHdopMauus, nobyxparowan geTert K COBEpLUEHMIO OEWNCTBUM, NPEACTaBMSAOWMNX Yrpo3y UX KU3HU U
(vnn) 300poBbIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaThb Yy AeTew XenaHue ynotpebutb HapkoTUYEecKMe CPeacTBa, MCUXOTPOMHbIE U (Mnn)
ogypmaHuBatLme BellecTBa, TabayHble M3Oenusl, ankoronbHyl W ClMpTOCOAepXKallyld MpOoAYKLMIO, MUBO W”
HanWTKW, M3roTaBNMBaeMble Ha €ro OCHOBE; NPUHATb yyacTMe B a3apTHbIX Mrpax, 3aHUMaTbCsi NPOCTUTYLMEMN,
6poasKHNYECTBOM WIM MOMNPOLLARHUYECTBOM;

6. obocHoBbIBalOWas WM onpaBAblBatollas [OMYyCTUMOCTb Hacunms u  (Mnn) xectokoctn nnbo
noGyxaatoLLas OCyLLEeCTBINATb HACUIbCTBEHHbIE ENCTBUS MO OTHOLLIEHUIO K NIOASM U 3KUBOTHbLIM;

7. oTpyualoLLasl ceMeiiHble LEHHOCTU U (hOpMUpYIOLLAs HeYBaXKeHVe K POAUTENSM U (MNn) APYrUM YneHam
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ceMbU;
8. onpaBabiBatoLLasi NPOTUBONPABHOE NOBEOEHNE;
9. copepkallasn HeLleH3ypHYH BpaHb;
10. cogepxaluasa nHpopmaLumo NopHorpadn4ecKoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPOM OrpaHWYeHo cpeau [heTelt OonpedesieHHoro Bo3pacTa,
OTHOCUTCS:

1. Hopmauus, npeacTaBnseMasi B Buae n3obpaxeHus Unm onnucaHus XecTokocTu, omandeckoro n (unu)
NMCUXMYECKOro Hacunusi, NPECTYNNEHNSA UM MHOTO aHTUOBLLLECTBEHHOMO AENCTBUS;

2. Bbi3blBaOWAsa y AeTen CTpax, yKac unv naHuky, B T.4. nNpeacTaBnsemas B Buae u3obpaxeHus wmm
OMMCaHNMa B YHWXKaloLWen 4enoBeyeckoe [OCTOMHCTBO (POPME HEeHacunbCTBEHHOW cMepTu, 3abonesBaHus,
caMoyBuIncTBa, HeCYacTHOro criydasi, aBapuv Unm katactpodbl 1 (Mnu) nx NOCNeACTBUN;

3. npencraendemass B BMAE M300paXKeHUS UMM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUMHOW W
>KEHLLMHOMN;

4. copgepxallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELleH3YPHOW BpaHu.

C yyetom atoro Bam npepnaraioTtcs npasuna paboTbl B ceTU VIHTEpHET ANs pasnuyHbIX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONMT obecnevnTb MHpOopMaLMOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6Lwwme npaBuna Ans pogutenemn

1. He3zaBucnmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoilee punbTpoBaTb
N KOHTpPONMpoBaTb UHOPMALMIO, HO HE MoraravTechb NOMHOCTBLIO Ha Hero. Balle BHUMaHMe K pebeHKy - rmaBHbIN
MeTOA 3aLUMIThI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 couumanbHbix cepucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaATENbHO N3y4YnTE, KaKyto MHOPMaLMIO NOMELLAIOT ero Y4aCTHUKM B CBOMX NPOdunsax u
6rorax, Bkntoyas otorpacdum n Bugeo.

3. lMpoBepbTe, C KakUMU OpyrMMW CalnTamMu CBSA3aH coumanbHbii cepBuc Bawero pebeHka. CTpaHudkm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT M COAEPXaTb CCbIMKN Ha HeXenaTenbHble 1 ONacHble CanThbl
(HanpvMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApPYr YNOMMHAET HOMep COToBOro TenedoHa Bawero pebeHka mnm
Baw pomaluHun agpec)

4. MooupsaiTe Balwux aetei coobliaTb 060 BCeEM CTPaHHOM UMM OTTankUBAIOLWEM U He CMULLKOM OCTPO
pearupynTe, Korga oHu 3TO AenatoT (U3-3a onaceHuss NoTepsATb OOCTYN K VIHTEPHETY AETU He FOBOPSAT poaUTENsSM
0 npobremax, a Takke MOTyT Ha4yaTb UCMONb30BaTb VIHTEpPHET BHe JOMa U LIKOIbI).

5. BygobTe B Kypce ceTeBoM xu13HM Bawero pebeHka. IHTepecynTech, KTO nx Apy3bs B IHTEPHET Tak Xe, Kak
WHTEepecyeTeCch pearbHbIMU OPY3bAMM.

Bo3spacTt ot 7 o 8 net

B WNHTepHeTe pebeHoKk cTapaeTcs MOCETUTb T€ UMW WHble CalTbl, @ BO3MOXHO M 4aTbl, pa3pelleHne Ha
nocelleHne KOTOPbIX OH He nonyynn Gbl OT poauTenen. [oatomy poautensm ocobeHHO nomnesHbl 6yayT Te
OTYeTbl, KOTOpble MPefoCTaBnAlTCA MporpaMMaMy NO  OrpaHMYeHuo  ucnonb3oBaHus WHTepHeTta, T.e.
PoanTenbCkuin KOHTPOMb UK TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX darnax. B pesynertate, y pebeHka He
OydeT owylleHnsl, YTO 3a HUM BeOeTCHd MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu 6ygyT no-npexHemy 3HaTb,
Kakue caunTbl nocewaetr ux pebeHok. [leT B gaHHOM Bo3pacTe obnagatT CUMbHbIM YYBCTBOM CEMbM, OHM
OOBEpPYMBbI M HE COMHeBalTCs B aBtoputetax. OHM nobAT urpaTb B CeTeBble UIPbl M NyTewwecTBOBaTb MO
UHTepHeTy, NCnonb3ysi SNEeKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENAMMN.
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CoBeTbl N0 Be3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cosparite cnucok AOMalUHUX NpaBun nocelleHus WMHTepHeTa npwu ydacTum geted u Tpebynte ero
BbINOMHEHWS.

2. TpebyiiTe oT Bawero pebeHka cobnoaeHnsi BPEMEHHbIX HOPM HaxOXAEHUsT 3a KOMMNbOTEPOM. [NMokaxuTe
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NOToMy 4YTO Bam aTo xoueTcs, a noTomy 4to Bbl Gecrnokoutechb O ero
©e3onacHOCTU 1 Bceraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTepHeTy AOMmKeH HaxoouTbCca B oblier KOMHaTe Mo MpUCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLUnHbI.

5. MCI'IOJ'Ib3yI7ITe cpenctea 6J'IOKVIpOBaHVI$| HeXenaTtenbHOro KOHTeHTa KakK AONOoJfIHeHue K CTaHO4apTHOMY
POD,I/ITeJ'IbCKOMy KOHTPOJIO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALUK, YTOGLI He NO3BONUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpammHoro obecneveHus.

8. MNpuyunte geten copeToBaTbcA ¢ Bamu nepen onybnmnkoBaHMEM KakoW-NMOG0O MHGOPMaLMK cpeacTBaMum
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBIX (OOpPM 1 Npodunen.

9. Hayuute pgeTten He 3arpyxaTtb hannbl, Nporpammbsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0Obl MTHOBEHHOTO 06MeHa CoobLLEeHNAMN.

11. B "Genbin" CNMCOK CaWTOB, pa3peLleHHbIX ANs MOCeLeHWs, BHOCMTE TOMbKO CaWTbl C XOPOLUEW
penyTauuen.

12. He 3abbiBaviTe 6ecenoBaTth ¢ eTbMu 06 MX Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb wna o apy3bsax B
pearibHOWN XU3HMU.

13. He genanite "taby" 13 BONpoCcOB MNOMOBON W3HW, TakK kak B IHTEpHeTe AeTn MOryT Nerko HaTKHYTbCS Ha
nopHorpaduio unm canTsl "gnsa B3pocnbix”.

14. Mpuyuute Bawero pebeHka coobliaTe Bam O niobbiX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW U HanoMHWUTE AeTAM, YTO OHM B Ge3onacHoOCTW, ecnv caMmu pacckasanu Bam O CBOWX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

Bospact geteit ot 9 4o 12 net

B paHHOM BoO3pacTe OeTu, Kak MpaBumo, yXKe HacrblwaHbl O TOM, Kakas WMHgopMauus cyllecTByeT B
MHTepHeTe. COBEPLUEHHO HOPMAIribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
NMOMHWUTb, YTO OOCTYNM K HexenaTerbHbIM MaTepuanaMm MOXHO fierko 3abrnokupoBaTb MNpyU MOMOLUU CPeacTs
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnucok AoMallHMX NpaBun noceweHust WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaXOXOEHMS 3@ KOMMbIOTEPOM.

3. Habniwopganite 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, NMOKaxuTe emy, 4To Bbl 6ecrnokonTtech o ero
6e3onacHOCTM 1 Bcerga rotToBbl OkazaTb €My MOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yl7ITe cpencTtea 6J'IOKI/IpOBaHMF| HeXenaTeNbHOro KOHTeHTa KaK AONOoJfIHeHuWe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaliTe NpvHMMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HM pebeHka, GecegoBaTtb C AeTbMU 00 KX
Apy3bax B MHTepHerTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A HE cornallanncb Ha NMYHble BCTpPeYuun ¢ apy3bsamu no MHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MpuydnTte geten HUKOrga He BblAaBaTb NNYHYI0 MHAOPMALMIO cpeacTBaMMn SMEKTPOHHOMN MOYThbl, YaToB,
CMCTEM MrHOBEHHOro obmMeHa cooBLLEeHNAMN, PerncTpaumMoHHbIX OPM, MMYHBIX NPOdUIen 1 Npu perncTpaummn Ha
KOHKypCbl B VIHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
Cry4yaiHo 3arpysuTb BUPYCbI MU ApPYroe HexenaTtenbHoe nporpaMmMHoe obecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHYI0 Y4eTHYI0 3anucb Ang paboTbl Ha KoMnbloTepe.

12. Mpwnyuute Bawero pebeHka coobLlaTb BaM O MobbIX Yrpo3ax U TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe aetam, 4To oHM B 6e30nacHOCTU, eCrnv caMu pacckasanu BaMm O CBOMX TPEeBOrax 1 OrnaceHusx.

13. PacckaxuTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPeaoCTaBsaN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
y6eaunucb, YtTo OHKU He OOLLAOTCA C HE3HAKOMLLaMM.

15. OBbsACHUTE OEeTAM, YTO Henb3s UCNOMb30BaTh CETb AN XYNUraHCTBA, PAcNpOCTPaHEHUs CnneTeH unm
yrpos.

BospacT netewn ot 13 go 17 net

B atom BO3pacTe NoApOCTKM aKTUBHO MCMNOJIb3YHOT MOUCKOBbIE MaLUWHbI, NOJIb3YHTCA 3ﬂeKTp0HHOVl NoYTon,
Cﬂy>K6aMVI MrHOBEHHOTro o6MeHa COOOLLEHUAMUN, CKauMBalOT MY3bIKY U (*)VIJ'IbeI. Manbynkam B 3TOM BO3pacTe
fonblie no HpaBy CMeTaTb BCe€ OrpaHuyYeHund, OHU XaxayT FDY6OFO tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTarT obwaTtbca B vaTax, npn 3TOM OHWU Tropasno bonee HYyBCTBUTEJIbHbI K
CeKkcCyalibHbIM goMorartesnbCcTBam B VlHTepHeTe.

3avacTyo B J@aHHOM BO3pacTe poAUTENSM YXKe BeCcbMa CITOXHO KOHTPONMPOBaTb CBOMX AETEW, Tak kak 00
VIHTepHETE OHU YyKe 3HAKT 3HaAUMTENbHO Gonblue CBOMX poauTenen. TemM He MeHee, He OTnyckanTe AeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapanteck akTMBHO y4acTBoBaTb B 00weHnmn pebeHka B NHTepHeTe.

BaxHo no-npexHeMy cTporo cobntogatbe npasuna WHTepHeT-6e30MacHOCTM - COrnalleHne Mexay
poauTenamn n getbMu. Kpome Toro, HeobGXoOUMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbI O OEATENbHOCTU
aeten B VHTepHeTe. CnegyeT obpatnTb BHMMaHMe Ha HeObXOOMMOCTb COAEPXaHMS POAUTENbCKUX naponew
(naponer agMMHUCTPATOPOB) B CTPOrOM CEKpeTe M 06paTnTb BHUMaHNE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CospganTte cnucok goOMalUHWX MNpaBun noceweHus VHTepHeTa npu y4yacTMM NOgpoCTKOB M TpebywnTte
6e3ycnoBHOro ero BoinonHeHust. ObroBopuTe ¢ pebeHKOM CNUCOK 3anpeLleHHbIX caiToB ("4epHbIi cnMcok"), Yachl
paboTbl B IHTEepHETe, pyKoBOACTBO NO 06LLEeHMI0 B VIHTEpHETE (B TOM YMche B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTU NHTEPHET AOIMKEH HaXoaUTbCs B OOLLE KOMHaTe.

3. He 3abbiBante OecepoBatb C geTbMu 00 uX Opy3bsix B VIHTEpHeETe, O TOM, YEM OHM 3aHSTbl TaKUM
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obpasomMm, ByaTo pedb uaeT o0 Apy3baX B peanbHOM Xu3HW. CnpalumBante O Noasix, C KOTopbiIMKU AeTh obLialoTcs
nocpeacTBoM Cny6 MrHOBEHHOrO 06MeHa CooBLLEHMAMU, YTODLI YOeauTbes, YTO 3TN N0AN UM 3HAKOMBI.

4. MCI'IOJ'Ib3yl71Te cpeacTtea 6J'IOKMpOBaHMF| HeXenaTeNbHOro KOHTeHTa KakK AONOJfIHeHMe K CTaHO4apTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotcsa Bawwm getn. T[loowpsnte umcnonb3oBaHue
MoLepupyeMbIX YaTOB M HacTauarTe, YTobbl AeTU He obLanncb B NPUBATHOM pPEXUME.

6. HactanBanTe Ha TOM, YTOObI AT HUKOrAA HE BCTPeYanucb NIUYHO € Apy3baMu U3 ceTu VIHTepHeT.

7. MNpuyynte AeTen He BbiAaBaTb CBOK JIMYHYIO MHOPMALMIO CpeacTBaMWU 3NEKTPOHHOW MOYTbl, 4aToB,
CUCTEM MIHOBEHHOro obmMeHa coobLLEeHNaIMU, PErMCTPaLIMOHHBIX POPM, NUYHBIX NPodUnen n Npu perncTpaunmn Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenarternbHoe nporpammHoe obecneveHve.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe getam, 4yTo OHM B Ges3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax WUnu Tpesorax.
lMoxBanute ux N NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. Momorute MM 3awmtuTbcs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3NEeKTPOHHOrO afjpeca, He oOTBevyaTb Ha
HexxenaTernbHble NCbMa M UCMONb30BaTh CreunanbHble MOYToBble (PUNbTPbI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C cCanTaMu, KOTOPbIE NoceLatT NOAPOCTKN.

12. Hayuute geTew yBaxaTtb OpPYrux B MHTepHeTe. YbeanTechb, YTO OHU 3HAKOT O TOM, YTO MpaBuiia XopoLLero
noBeAeHWs AeNCTBYIOT Be3fe - AaXe B BUPTYanbHOM MUpE.

13. OObsAcHWTE [geTaMm, 4YTO HM B KOEM cCrnydae Henb3sa ucnonb3oBatb CeTb [Ona  XynWraHcTea,
pacnpocTpaHeHMs CNneTeH Unn yrpo3 Apyrum NIoasMm.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV puUcK. HanomHuTe, 4To
€TV He MOTYT UrpaTb B 3TU UIPbl COrNAcHO 3aKOoHY.

lMocTosHHO KOHTpoNMpynTe ucnone3oBaHne VHTepHeTa Bawum peberHkom! 310 He HapyLlieHne ero nNMYHoro
NPOCTPaHCTBA, a Mepa NPeA0CTOPOXHOCTM 1 NposBneHne Balwen poamMTenbckon OTBETCTBEHHOCTM M 3a00ThlI.
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